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Every year on the first Thursday of May, World Password Day serves as a timely reminder that one of the simplest tools we have to pro-
tect ourselves online is also one of the most overlooked: our passwords. In a world where we’re constantly connected, weak or reused 
passwords can act like an open door for cybercriminals. 
From unsecured Wi-Fi networks to vulnerable Bluetooth connections, hackers are always looking for easy entry points to access per-

sonal information – and even your money. According to a study by the Better Business Bureau (BBB), identity and information theft are involved in 
nearly half of all reported scams, underscoring the importance of safeguarding your digital life. 

The good news? Small changes can make a big difference. As the FCC emphasizes, strong passwords are your first line of defense. Whether 
you’re shopping online, managing your bank account, working remotely, or keeping up with loved ones on social media, your passwords serve as 
the gatekeepers to your digital identity. 

That’s why it’s worth taking a few minutes to evaluate your current habits. Ideally, every account you use – especially those tied to personal or 
financial information – should have a unique, hard-to-guess password. If you’re still using the same login across multiple platforms, or relying on 
simple variations, now is the perfect time to make a change and strengthen your defenses. 

Recently, a password manager app reported that the most common online password remains “123456," a code that is estimated to be in use 4.5 
million times. Not far behind is the password “admin.” It’s anticipated that accounts with these passwords can be hacked in seconds. 

Another site reported that the average person uses the same password about 14 times. In those cases, if just one account is compromised, a 
hacker can easily gain access to many of your other accounts. You should at least take steps to ensure you’re not using duplicate passwords for ac-
counts where you consistently share sensitive data, such as bank accounts, credit cards, legal or tax records, or medical records. 

Your BBB recommends the following password-creation tips to stay safe: 
• Avoid easy passwords. Try to avoid passwords that could be easy to guess, especially with information anyone can find about you on social media 

sites or through a phishing email or text. A strong password has at least 12 to 14 characters mixed with uppercase and lowercase letters, numbers, 
and symbols.  

Many people like to use passwords that include a pet’s name, mother’s maiden name, the town you grew up in, your birthday, your anniversary, 
etc. Surprisingly, these pieces of information can typically be found online if someone puts forth just a little effort. (This is why we discourage 
people from participating in social media surveys). 

• Make them creative. Need more creative ideas for different passwords? One option is to use a portion of a song’s lyrics. Not only is it impossible 
for hackers to guess what song you are using, it’s even harder for them to guess which lyrics you’re using. Just be sure not to mention your favorite 
songs on social media, especially by responding to an online quiz. 

• Use multiple passwords. Using different passwords for different accounts is important. While it may be easier to remember one password for every 
account, it’s much easier for hackers to break down one wall rather than multiple walls. If hackers can figure out one password, they know the 
password to every account you own.  

• Use multi-factor authentication. When it’s available and supported by accounts, use two-factor authentication. This requires both your password 
and additional information upon logging in. The second piece is generally a code sent to your phone or a random number generated by an app or 
token. This will protect your account even if your password is compromised. Many devices include fingerprint or facial recognition to unlock them, 
which helps protect any apps on the device if it becomes lost or stolen. 

•  Consider a password manager. You can also use a reputable password manager to store your information. These easy-to-access apps store all your 
password information and security question answers in case you ever need to remember. However, don’t forget to use a strong password to secure 
the information within your password manager. 

• Select security questions only you know the answer to. Many security questions ask for answers to information available in public records or 
online, like your zip code, mother’s maiden name, and birthplace. A motivated attacker can easily obtain that information. Don’t use questions with a 
limited number of responses that attackers can easily guess – like the color of your first car. 

• Check your device’s Wi-Fi settings before surfing the web.  
• Check the validity of available Wi-Fi hotspots. Hackers will set up fake hotspots with the names of stores or institutions you might trust. 
• Make sure all websites you use have "https" at the beginning of the web address. 
• Install an app add-on that forces your web browsers to use encryption when connecting to websites. 

  
If you receive notification from a company about a possible data breach, it is always best practice to immediately change that password and any 

similar passwords. See BBB's tips on handling a security breach. 
 BBB also offers additional information on cybersecurity and you can find tools from the Federal Trade Commission to help you recover from 

ID theft at ftc.gov/identitytheft.  
 ********* 

Kelvin Collins is president & CEO of the Better Business Bureau serving the Fall Line Corridor, serving 77 counties in East 
Alabama, West Georgia, Southwest Georgia, Central Georgia, East Georgia, and Western South Carolina. This tips column is 
provided through the local BBB and the International Association of Better Business Bureaus (IABBB). The Better Business 
Bureau sets standards for ethical business behavior, monitors compliance and helps consumers identify trustworthy 
businesses. Questions or complaints about a specific company or charity should be referred directly to the BBB at Phone: 
1-800-763-4222, Web site: BBB.org or E-mail: info@centralgeorgia.bbb.org.
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