BBB Offers Tips to Avoid Impostor Schemes!
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reported to the Federal Trade Commission (FTC) in 2023, with related losses of $2.7
billion. BBB has received similar reports of impostor related schemes on our BBB Scam
Tracker site.

There’s a variety of scenarios that can fall under impostor scams, including people pretending to be
your bank’s fraud department, the government, a relative in distress, a well-known business, or a
technical support expert.

Currently, consumers and employees are reporting a trend in receiving urgent sounding emails from
“businesses” claiming that a subscription or membership is about to expire. The emails typically ask for
the recipient to click a link to provide payment information - and some even offer a “special deal” or
discount for updating your payment information immediately.

Other emails contain messages claiming that your subscription has just been renewed and these
typically contain a link to a payment confirmation page or include a receipt as an attachment. Very
similar messaging is coming over via text messages as well.

It can be extremely difficult to recognize an impostor’s email versus a valid email. They may make
an effort to add authenticity to the email by including the impostored business’s logo and contact
information. You may even receive an email around the time a valid subscription has expired or will be
expiring. (This could be coincidence or might be a sign that your account information was gathered as
part of a data breach).

Unfortunately, if you click on the link and provide your credit card information on their payment
page, your information and finances are now at risk for several reasons. Your card will likely be
charged for a bogus fee and the scammer now has your personal and financial information. If you open
an attachment — depending on the type of file — or if you click over to a website that’s associated with
the payment link, the sender could also be unknowingly downloading spyware or malware on to your
computer or phone.

The key to avoiding these schemes is to ensure that you don’t allow yourself to be pulled into the
urgency of the message. Instead, devote a few minutes to doing your research to verify if the message
is valid. This can help you avoid losing money and the headaches of resolving ID theft. It may be as
simple as logging into your account by using what you know is a valid account link.

s_ few weeks ago, I noted that imposter scams secured the top spot for types of fraud

Here's some additional steps you can take to avoid impostor email or texted phishing scams:

* Take a second look at the email. There are several red flags that identify phishing emails. Look at the
sender’s email address — if it’s a long string of numbers and letters that don’t make sense, or if the
email address just doesn’t look right, it’s likely an impostor. Scare tactics and urgent requests are also
quite common for phishing emails, as are spelling errors and poorly written emails. You can also read
BBB’s tips on how to recognize a phony email for more red flags.



https://www.bbb.org/scamtracker
https://www.bbb.org/scamtracker
https://www.bbb.org/all/spot-a-scam/how-to-spot-a-scam-email

* Contact the authentic business to confirm the email. If you’re unable to confirm the validity of the
email on your own, call the business’s verified phone number directly (don’t use any phone numbers
that are included in the questionable email you received) and confirm your account details with them.

» Keep track of your subscriptions and any auto-renewing payments. Keep track of any subscription or
membership renewal dates and the anticipated charges on a calendar so you know when to expect
them. That way, you can have a better idea of determining when a subscription renewal email is fake
or not.

* Think twice before providing payment for something you didn’t initiate. Make it a habit to not
provide your payment information to anyone in response to a message if you did not initiate a
purchase or conversation. Be especially wary of any request to pay with your bank account number,
prepaid credit cards, digital wallet apps, or wiring money. These usually serve as a red flag, as those
are typically untraceable forms of payment.

* Check with BBB Scam Tracker. If you’re questioning an email you received from a business, look up
the details on BBB Scam Tracker and verify if anyone else has received the same type of email. This
can help you verify whether or not the email is fake.

* Once you verify the email is fake, report it as spam and delete it. Your email provider may provide an
option for you to mark an email as spam. If you’ve verified that the email is a scam, report it and
delete it right away. If you receive any fraudulent messages by text, copy the message and report it to
the number 7726 (SPAM). This helps your wireless provider spot and block similar messages in the
future.

We also encourage you to share your experience on BBB Scam Tracker. This helps others stay
informed about the types of fraud that are targeting our area.

More information can be found on bbb.org, including additional information on impersonation
scams, and how to avoid impostor scams. BBB also offers several tips on how to spot a scam, like how

to identify a fake website, a scam text message, or a phony email.
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Kelvin Collins is president & CEO of the Better Business Bureau serving the Fall Line Corridor,
serving 77 counties in East Alabama, West Georgia, Southwest Georgia, Central Georgia, East
Georgia, and Western South Carolina. This tips column is provided through the local BBB and the
International Association of Better Business Bureaus (IABBB). The Better Business Bureau sets
standards for ethical business behavior, monitors compliance and helps consumers identify
trustworthy businesses. Questions or complaints about a specific company or charity should be
referred directly to the BBB at Phone: 1-800-763-4222, Web site: BBB.org or E-

mail: info@centralgeorgia.bbb.org.
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